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AUDI AG

AUDI AG SMTP
Transport Layer Security (TLS)
Change Request Questionnaire

A Business Partner Contact Information

	Company

	Company Name
	

	Address
	

	Technical Contact 1

	Name
	

	Email address
	

	Phone / Mobile number
	Phone: 
	Mobile: 

	Technical Contact 2

	Name
	

	Email address
	

	Phone / Mobile number
	Phone: 
	Mobile: 


B AUDI AG contact information

	Technical Contact

	Team
	Audi E-Mail Support Hotline

	In case of critical problems
	For critical technical problems due to enforcing TLS from or to Audi domains, please contact the following 7*24 h support hotline and mention the keyword 
"Audi Mandatory TLS" for a quick classification.

	Phone number
	+49 (0) 361 / 66 04 - 10 46

	Email address
	hp_ger_ascop@hp.com

	In Case of non-critical problems 
	For non-critical or non-technical questions, please contact securEmail Administration:

	Email address
	securemail@audi.de

	


C TLS from Business Partner to Audi

All AUDI AG SMTP inbound gateways are configured to accept TLS connections by default (opportunistic TLS). Thereby a sender (business partner) may send emails to Audi over SMTP by using TLS (STARTTLS command) without extra configuration. 

To enforce (and ensure) that all mails to Audi are sent encrypted, the business partner has to configure its own gateway to enforce TLS over SMTP when sending mails for at least the following domains:

	Audi TLS information

	Domain list for TLS
	audi.de
audi.hu
autosafety.de

	Gateways
	mailin1.audi.de:25
mailin2.audi.de:25

	TLS certificate CN
	mailin1.audi.de
mailin2.audi.de

	TLS certificate issuer CA
	VeriSign Class 3 Secure Server CA


D TLS from Audi to Business Partner

To configure enforced SMTP for mails sent from Audi to the business partner, Audi requires some information like used domains and TLS configuration on business partner’s side.
Requirement: All mail gateways listed as the domains MX records must support STARTTLS and provide a certificate from an official CA in good standing. The CN or Subject Alternative Name fields must contain the FQDN hostname as returned by the MX records. Wildcard certificates only work for one level of the FQDN, not for subdomains. Self signed certificates and custom CAs cannot be used. Please check your servers e.g. by using http://www.checktls.com. The result should be “OK” for all fields. See the following example from audi.de:
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Important: If you are using a provider, it must be ensured that mails cannot be sent over unencrypted channels from the provider servers to the final MTA on your site. As the requester, you are responsible for making an appropriate agreement with your provider before sending in this form to us.
Please provide the following information:

	Business Partner TLS information

	Domain list for TLS (primary domains only, should not exceed 10)
	

	Gateways (as listed in MX records of domains listed above)
	

	TLS certificate CN
	

	TLS certificate issuer CA
	Please provide CA name and URL to CA public key download:

Name: 
URL: 

	


E Comments

If you want to provide AUDI AG with some comments, please add them here:

	Your comments 
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