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Scope 
These guidelines extend to the AUDI AG and are to be applied throughout the whole Audi Group, if 
necessary with concrete IT regulations. 
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1. Purpose 
 
These IT Security Guidelines define the IT security regulations that are to be observed by system 
operators and administrators when using information and IT devices (e.g., personal computers, 
workstations, as well as notebooks, smartphones, tablet-pcs). For the protection of programmable 
logic controllers (PLCs) and robot controllers, special regulations in the appendix apply exclusively 
(see appendix, item [1]). 
 
The IT Security Policy forms the basis of this document. Additionally, the IT Security Guidelines for 
Employees applies to the target group of system operators and administrators. 
 
The IT Security Guidelines serve to protect the confidentiality, integrity, availability, and traceability of 
information, as well as to protect the rights and interests of the company and all natural persons and 
legal entities that maintain a business relationship with our Group Company and/or perform work for it. 
 
This document’s chapters and contents follow the international Standard ISO/IEC 27002. 
 
This document and notifications concerning modifications and updates are communicated via usual 
ways of distribution (see appendix, item [2]). 

2. Context 
 
The following overview shows how the IT Security Guidelines fit into the overall IT security regulation 
framework: 

 

3. Organization of Information Security 
 
The technical connection of a partner group to the group network may only take place after a signed 
non-disclosure agreement (see appendix, item [3]) and a valid security certificate (e.g. pursuant to 
self-assessment based on Information Security Assessment (ISA) of the association of automotive 
industries (VDA). 

4. Asset management 
 
Business-critical IT systems (see appendix, item [4]) must be compiled in a register. The operational 
responsibility of an IT system has to be assigned to a person or an organizational unit. 
 
Business-critical IT systems are IT systems that, if they malfunction, could seriously threaten the 
continuation of the company or would require substantial time and/or costs to repair or replace. 
 
This register of IT systems must include at least the following information: 

http://dict.tu-chemnitz.de/english-german/association.html
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 Description of the IT systems including their interfaces to other IT systems 

 The organizational unit or person responsible 

 The business processes to which the IT systems are assigned 

 Location of operational service (e.g. data center) 

 Business process affiliation 

 Classification of data and, if necessary, notes regarding specific protection requirements and 
protective measures 

 Existence of Personal data 

 Information owner 
 
The owner of the information is responsible for the information. This also applies to information 
provided via IT systems. Responsibilities for specific tasks can also be delegated. 

5. Physical and environmental security 
 
Business-critical IT systems must be protected against power outage (e.g., by providing an 
uninterruptible power supply). 
 
Suitable measures must be taken to protect electricity and telecommunication cables that transport 
data or supply information systems with electricity from being intercepted or damaged. Such measures  
include controlled access to wiring closets. 
 
The operator must ensure the availability of data, for instance, by making sure that the equipment is 
properly maintained at all times, e.g.: 

 Maintenance of IT devices according to the guidance by the manufacturers 

 Operation of IT devices according to the operational parameters specified by the 
manufacturers (e.g. temperature, moisture, etc.) 

 Protection of IT devices against unauthorized access, manipulation, damage or bad 
environmental conditions (e.g. fire, water, pollution) 

6. Communications and operations management 

6.1. Operational procedures and responsibilities 

6.1.1. Documented operating procedures 
The operator must provide instructions (e.g. user manuals, operational services manuals, functional 
manuals) on how to operate an IT system and must keep this information up to date. In publications, 
care must be taken not to disclose security-relevant information (e.g., firewall configuration settings) to 
unauthorized third parties. Documentation must be archived as per the company-specific regulations 
(see appendix, item [5]). The system operator must comply with specified operational processes (e.g., 
the change process). 

6.1.2. Change management 
Changes to live IT systems must be planned, tested, approved, and documented as part of a defined 
process before they are implemented in the live system. 
 
Change requests must be documented in writing and approved by the appropriate person or group 
(e.g., changes to IT systems must be approved by the information owner; changes to the infrastructure 
by the operator). 
 
The effects of the planned changes must generally be examined on a test system. The use of a test 
system is only to be considered if the potential risk to the live system outweighs the time and effort 
involved in setting up the test system. In case of an emergency, the operator can define an 
accelerated procedure in the IT Emergency Plan (see chapter "Business continuity management"). It 
must be ensured that the changes do not undermine any of the security measures. 
The security level must be maintained during and after the change takes effect. If risks cannot be 
excluded, the plan must also include a fallback solution and must specify criteria for when this is to be 
applied. 
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Changes to the IT system must be logged. If a change fails, the IT system must be returned to its 
original state to the extent possible. The reason for the failure must be determined before a new 
attempt is carried out. 
 
All persons affected by the changes must be informed in good time. 

6.1.3. Segregation of duties 
Executive (e.g., programming, development) and controlling (e.g., audit, acceptance) activities must 
be separated in terms of personnel or in special cases regulated organizational. 
 
In addition, activities must be separated if, in the absence of such separation, there is an increased 
risk of deliberate or unwitting mishandling at the expense of the Group (two-man rule). 
 
Responsibilities must be defined before software is implemented (e.g., responsibility for Product 
Development Specifications, choice of product, testing, approval, installation, and operation). 

6.1.4. Separation of development, test and operational facilities 
Development environments, test environments and live IT systems must be separated from each 
other. Exceptions are production facilities where this is not possible within reasonable effort. 
 
Software is only to be developed and tested in a development and test environment that has been 
designated for that purpose. It must be ensured that live operation is not negatively affected. 
 
If possible, tests have to be carried out with generated test data (e.g. with a test data generator). 
 
If individuals are given access to personal, confidential, or secret data that they do not need to fulfill 
their contractual tasks, the data is to be scrambled in a way that the original data cannot be identified, 
before the data is transferred from the operational system to the test environment. 
 
The copying or use of information from running IT systems is only permitted with prior authorization 
from the information owner. Copied data is subject to the same IT security requirements as the original 
data. 
 
After the tests have been performed, information from live IT systems that has been used in the tests 
must be deleted. 
 
Access privileges that apply to the live IT systems also apply to the test applications. 

6.2. Third party service delivery management 
Generally IT security relevant tasks have to be carried out by internal personnel. If this is not possible 
additional inspection measures have to be taken in order to control the third-party service providers. 
 
Additional control-measures for tasks carried out by external companies have to be implemented in 
case of outsourcing or out tasking of administrative or operational tasks. 

6.3. System planning and acceptance 
The capacity requirements for an IT system must be specified during the planning phase. 
 
The security requirements for an IT system must be defined and documented together with the 
information owners during the planning phase. Operating new IT systems always includes 
documented and applied takeover by the system operator. 
 
System planning (functional specification, system design, system implementation) and system 
acceptance (system introduction) must be carried out using the Group valid system development 
standards (e.g. system development process ( SEP)). 

6.4. Protection against malicious and mobile code 
IT devices that have been corrupted by malicious software (malware) must be disconnected from the 
network, taking the possible impact (e.g. production outage) into consideration. 
 



IT Security Guidelines for System Operators and Administrators 2.0 

 Page 6 of 14 

IT devices and IT systems have to be protected against malicious software, e.g. by using antivirus 
software that has been approved by the appropriate person(s) (see appendix, item [6]). The 
corresponding protection mechanisms must be kept up to date. 

6.5. Back-up 
All individuals responsible for IT systems must ensure that sufficient data backups are available in order 
to allow for information recovery within a reasonable time frame. 
 
Backup procedures must be planned, implemented, tested, monitored and documented. 
 
Backup data media are subject to the same security requirements as the original data (e.g., protection 
against theft and unauthorized access). These must be stored separately from the IT system in a 
different fire compartment. In dependence of the security classification external backups have to 
be stored in a different location/site. 
 
Over the entire archiving period it must be ensured that the data is always readable and usable. 
 
Archiving of data must comply with internal company and legal retention periods (see appendix, item 
[5]). The readability of archived data media must be checked at appropriate intervals. 
 
Functionality tests of backups of archived data have to be done regularly. 

6.6. Network security management 
Immediately after installing a network component (e.g., router), the available system-specific protection 
mechanisms (e.g. password protection) must be activated. 
 
All active network components have to be centrally managed and monitored by a management system 
in order to recognized errors or critical events early. 

6.7. Electronic messaging 
The system owner is responsible for the reliability of communications services (e.g. e-mail). For e-mail 
services, the following must be observed: 

 Accountability of the e-mail sender. 

 System generated e-mail must be associable to the responsible person 

 Inboxes must be protected against unauthorized access. 

6.8. Publicly available information 
Publicly accessible IT systems must only be able to access internal networks via secure gateway 
components. 
 
Information that is provided via publicly accessible IT systems must be protected against unauthorized 
modifications by means of appropriate security measures (e.g., encoded transfer of authentication 
information). 

6.9. Monitoring 

6.9.1. Audit logging 

User access to IT systems containing secret information must be logged. The logs must be stored as 

per company regulations. 
 
The logs must at least contain the following information: 

 Unambiguous identification of the logged person (e.g., name or ID) 

 Records of attempts to access the system 

 Records of access to data and other resources 

6.9.2. Monitoring system use 
Logs must be evaluated regularly within the context of audits and in instances of suspected IT security 
incidents. 
 
The necessary approval procedures must be followed when evaluating the audit/activity logs (see 
appendix, item [7]). 
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6.9.3. Protection of log information 
Logs must be stored in such a way that persons with user access rights do not have permissions to 
modify or delete the log data. Protocols must not be manipulated or deactivated. System administrators 
must not be able to deactivate the logging unnoticed. 
 
If the protocols themselves contain secret information (e.g. the data itself before and after a change, 
transferred data, etc.) it must be ensured that the protocols can only be accessed by persons who 
were authorized to do so by the information owner. 

6.9.4. Administrator and operator logs 
The activities of system operators on IT systems containing confidential and/or secret information must 
be logged. 
 
At least for IT systems processing secret information, activity logs of system operators have to be 
stored in a manner that even persons possessing extended access rights cannot change or delete log 
entries. 
 
The logs must at least contain the following information: 

 Unambiguous identification of the logged person (e.g., name or ID) 

 Start and end of the activity on the IT system 

 Reason for action (e.g. system errors, changes, updates) 

 Actions taken 

6.9.5. Fault logging 
Errors and malfunctions reported by users must be logged. Actions initiated by the operator to correct 
errors must be documented. 

6.9.6. Time synchronization 
Information systems containing stored log data must be synchronized using a precisely agreed 
reference time. 

7. Access control 

7.1. Business requirements for access control 
Mechanisms for authentication and authorization must be established for accessing information, based 
on the assessment of risks by the information owner. In so doing, the roles and rights system specified 
by the information owner must be implemented. 
 
The application for access to an IT system has to be requested in written form by using the 
appropriate user form or a defined and approved IT system. The head of the organizational unit and 
the information owner have to approve the request, except for centralized services (e.g. intranet). All 
persons who are privileged to access an IT system have to be formally recorded. 
 
Provision of access right requires approval by the head of the organizational unit and by the 
information owner (two man rule). Exceptions are central services (e.g. intranet). Delegation for 
approval is possible. 
 
User IDs must always be assigned to an individual person. 
 
The distribution of identification media (e.g., smartcards, SecurID cards) for maintenance access 
purposes is permissible if the following measures are complied with: 

 The distribution must be documented by the responsible person. The responsible person must 
ensure that written records are kept on who distributed media when and to whom. 

 The same retention period that applies to the retention of user applications also applies to 
retention of this documentation. 

 
Processes about password generation and password resetting have to be defined and published.  
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7.2. User management 
Administrator IDs may only be used for administrative tasks. Routine activities that do not require 
administration rights must be performed with user IDs with limited rights. 
 
Procedures for the assignment of passwords and the distribution of identification media (e.g., 
Smartcards, SecurID cards) must be established and published. 
 
Immediately after a system or a software program has been installed, the vendor's default passwords 
must be changed according the valid password requirements. 
 
The heads of the OUs must be provided with the information required for them to be able to regularly 
check user privileges. 
 
As far as technically feasible, user privileges within IT systems for employees of partner companies 
must be limited to the duration of the project (maximum of one year).  
 
The following minimum requirements for password generation have to be followed (this chapter does 
not apply to PINs): 

 A password change is generally to be enforced by the system after the first log-in and after 
that at least every 90 days. 

 Appropriate measures must be implemented to prevent the guessing of user IDs and 
passwords (e.g., extend the waiting time after each failed logon attempt and/or block access 
after a specified number of failed attempts). 

 Authentication to systems containing confidential or secret data has generally to be securely 
encrypted. If this is not possible, one-time passwords have to be used. 

 
The following minimum requirements while handling passwords are to be followed: 

 Accounts that have not been used for more than 400 days have to be locked. 

 Pre-defined or default passwords in systems have to be changed to individual passwords. 

 Storing passwords in files is only permitted with secure encryption. 

 If technically possible accounts have to be locked after 5 invalid log-n attempts. A password 
history of at least 5 passwords and minimum complexity requirements have to be enforced. 

 Every user has generally to be able to change his password at any time 

 Passwords must not be displayed in clear text on the screen when entered 

7.3. User responsibility 

For individual-related administrative accounts with privileged access rights used for administrative 

tasks on IT systems passwords have to consist of at least 15 characters and fulfill at least 3 out of 4 of 
the following criteria:  

 upper case letters 

 lower case letters 

 numbers 

 special characters 

 
System-related accounts used for automatic logon by systems have to consist of at least 16 
characters and fulfill at least 3 out of 4 of the following criteria:  

 upper case letters 

 lower case letters 

 numbers 

 special characters 
 
Passwords have to be changed at least once a year. Availability of system related passwords has to 
be ensured by the responsible person for the system (e.g. by password escrow). 
 
If the required settings of this document cannot be implemented in a system, the requirements for 
password length and change interval from chapter 8.2 of the IT Security Guideline for Employees have 
to be followed. 

7.4. Network access control 
Only authenticated and authorized users may receive access to the internal group network. 
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The remote access to the group network (intranet) must be protected via "knowledge and ownership" 
(e.g., PKI card: where "knowledge" = knowledge of PIN no., and "ownership" = ownership of the card 
(card holder). The data transfer must be protected by secure encryption. 
 
Suitable measures must be taken in the network for identification of terminals. 
 
Unneeded services and ports must be disabled. 
 
A network segmentation that is based on risk assessment must be carried out, and the permissible 
communication relationships must be specified. 
 
Networks with different protection requirements must be protected at the gateways via appropriate 
network security components (e.g., intrusion prevention system, firewall). 

7.5. Operating system access control 

7.5.1. Secure log-on procedures 
Access to IT systems providing non-public data has to be secured through appropriate measures (e.g. 
authentication) and restricted to authorized users. 
 
The system operator is responsible for implementing a guideline conform secure logon procedure (e.g. 
strong authentication via PKI-card). 
 
Appropriate measures must be implemented to prevent the guessing of user IDs and passwords (e.g. 
extended waiting time after each failed logon attempt and/or block access after a specified number of 
failed attempts). 

7.5.2. User identification and authentication 
If technically feasible, strong authentication for administrative tasks must be in place (2-factor-
authentication via knowledge and possession). Otherwise alternative secure mechanisms (e.g. 
stronger password) have to be used and agreed on with the appropriate bodies (see appendix, item 
[8]). During password creation or password reset the minimum password requirements have to be 
checked. 

7.5.3. Password management system 
The persons responsible for the systems must support the minimum requirements defined for 
passwords (see "IT Security Guidelines for Employees") through appropriate system implementations. 
 
Unless otherwise (in the direction of secret) specified by the information owner whose information is 
made accessible, passwords must be classified at least as confidential and handled accordingly. 
Regarding passwords, higher security requirements have to be fulfilled (identity theft) and therefore 
storage encryption is needed. 

7.5.4. Use of system utilities 
Appropriate measures must be implemented (e.g. revoking relevant rights) to prevent unauthorized 
users from changing security- relevant system and application settings e.g. by using system tools. 

7.5.5. Session time-out 
Dialog sessions that are no longer actively being used after an extended time period must be 
deactivated or protected by appropriate measures. 

7.6. Mobile computing and teleworking 
IT devices provided by the company may only be connected to external networks (e.g. hot spot, 
private/personal WLANs) in order to connect and only for the duration of the required connection to 
the group network. 
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8. Information systems acquisition, development and 
maintenance 

8.1. Security requirements of information systems 
The required IT security measures (e.g. system hardening, patch management) must be identified and 
implemented before IT systems are developed and used. 
 
Regulations on the handling of information (see IT Security Action Guidelines for Employees, section 
"Information labeling and handling") also apply to IT systems (e.g., databases, backup media). 

8.1.1. Confidentiality 
Information has to be protected against unauthorized access according to its classification. 
Confidentiality classification leads to the following protective measures: 
 

Classification Definition 

Public  System hardening (required services only, current security patches) 

Internal Additional to „public“ sanctions: 

 Access control in conformity with "need to know" principle 

 1-Factor-Authentication (e.g. user-ID and password) 

Confidential Additional to „internal“ sanctions: 

 2-Factor-Authentication (e.g. smartcard and PIN) –particularly for access 
to applications - or an additional safeguard like authenticated storage 
encryption (e.g. encrypted data on file share, encrypted USB device) 

 Transport encryption 

Secret Additional to „confidential“ sanctions: 

 2-Factor-Authentication (e.g. smart card and PIN) particularly for access to 
applications 

 Transport encryption 

 Storage encryption 

 

8.1.2. Integrity 
Information has to be protected against unwanted change or unauthorized manipulation according to 
its classification. Integrity classification leads to the following protective measures: 
 

Classification Definition 

Low  System hardening (required services only, current security patches) 

Medium Additional to „low“ sanctions: 

 Access control in conformity with "need to know" principle 

 1-Factor-Authentication (e.g. user-ID and password) 

High Additional to „medium“ sanctions: 

 Control of input data and output data as well as control of internal 
processing for error reduction and avoidance of standard attacks like 
buffer overflows and infiltration of executable code (e.g. field limit control, 
field limitation on special areas) 

Very high Additional to „high“ sanctions: 

 2-Factor-Authentication (e.g. smartcard and PIN) for write access 

 Generation and verification of digital signatures for stored data or similar 
security mechanisms 

 

8.1.3. Traceability 
Traceability of access to information and changes on information has to be secured. Traceability 
classification leads to the following protective measures: 
 

Classification Definition 

Low  System hardening (required services only, current security patches) 

 Standard system logging, of errors, logon failures, etc. 

Medium Additional to „low“ sanctions: 

 Logging of user-IDs, system time and type of changes (adding, deleting, 
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changing) 

 1-Factor-Authentication (e.g. user-ID and password) for write access 

High Additional to „medium“ sanctions: 

 Logging of user-IDs, system time and type of change for write access in a 
way that the status before the change can be identified 

Very high Additional to „high“ sanctions: 

 Logging of user-IDs and system time for read access 

 2-Factor-Authentication (e.g. smartcard and PIN) for read and write 
access 

 

8.1.4. Availability 
System availability has to be guaranteed according to its classification. Availability classification leads 
to the following protective measures: 
 

Classification Definition 

Low  System hardening (required services only, current security patches) 

 Downtime is allowed 72 or more hours. Adequate measures need to be 
implemented. 

Medium  System hardening (required services only, current security patches) 

 Downtime is allowed less than 72 hours. Adequate measures need to be 
implemented. 

High  System hardening (required services only, current security patches) 

 Downtime is allowed less than 24 hours. Adequate measures need to be 
implemented. 

Very high  System hardening (required services only, current security patches) 

 Downtime is allowed less than 1 hour. Adequate measures need to be 
implemented. 

 

8.2. Cryptographic controls 
Cryptographic keys must be protected against modification and destruction. Keys must be replaced if 
they become known to unauthorized persons. The group of persons with access to the keys must be 
kept as small as possible and must be recorded in a list. It must be ensured that utilized keys are 
stored for at least as long as the archive period of the files that are encrypted or signed using them, 
provided this is has not already been ensured by a central key management system (e.g., PKI). Key 
material that is no longer in use must be destroyed using a secure procedure. 

8.3. Security of system files 

8.3.1. Control of operational software 
Software is only to be installed by authorized personnel (see appendix, item [9]). 
 
New or modified programs for live systems are only to be used after they have been successfully 
tested and released by information owners and system operators. The version/correction statuses of 
the utilized software must be documented and archived as per company-specific regulations (see 
appendix, item [10]). 

8.3.2. Access control to program source code 
The program source code must be classified and protected according to confidentiality, integrity, 
availability and traceability. 

8.4. Security in development and support processes 
The use of administrative tools and logs must not jeopardize the security of applications. 
 
Before the installation of new software versions or patches, tests must be performed to ensure that 
neither the operation nor the security is jeopardized by the modifications. 
 
In the case of changes, the relevant descriptions of the user procedures and the operational 
documentation must be adapted. 
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If changes are made on software packages, the effects of these changes on existing regulations, 
contracts and security measures must be clarified. Changes may only be made if such changes are 
permissible according to the license and based on the maintenance contracts. 

8.5. Technical vulnerability management 
Taking potential risks into account, security updates or -patches have to be expeditiously tested and 
installed when available. 

9. Business continuity management 
 
Unforeseeable or unexpected events that cause IT system failure for an intolerable period of time and 
harm business processes are hereinafter collectively referred to as an IT emergency. 
 
Methods for identifying and evaluating critical IT business processes must be established in order 
ensure business continuity. 
 
Preventive measures must be taken to prevent unexpected events (e.g., failures) from causing IT 
emergencies. In addition, it must be determined which measures are to be taken in the event of IT 
emergencies. 
 
The actions must reflect the business process requirements. Risk analyses are used to evaluate 
possible warranty claims in terms of probability of occurrence and amount of damage. All business 
processes must be examined, and this examination must not be limited exclusively to information 
processing systems. Additionally a business impact analysis has to be performed. 
 
The maximum acceptable down times and the maximum of data loss of business-critical information 
processing IT systems must be defined and documented. 
 
IT emergency plans must be developed that define when an emergency occurs and that define the 
procedure in the event of an IT emergency. These must comprise all decision-relevant information (in 
compressed form) in order to initiate the steps required in an IT emergency. Actions required for a 
transition from emergency operation to normal operation must also be described. The measure have 
to be documented in comprehend ways. 
 
The IT emergency plans must facilitate quick decision-making regarding which actions must be taken 
by whom and in what sequence. 
 
The employees responsible for IT emergency actions and their substitutes must be specified by name 
and by role in the IT emergency plans, and their reachability must be ensured. All persons that must be 
notified of an IT emergency must be specified. 
 
IT emergency plans must be integrated into the emergency plans of the business process owners.  
 
If an IT system is classified business critical the assurance of business continuity must be verified 
regularly (yearly) using the following methods and techniques: 

 IT emergency scenario simulation games 

 Simulations for training of staff on their roles during crisis management 

 Technical tests for the recovery of information systems 

 Test of recovery of operation 

 Verification of contract fulfillment by external service providers, 

 Regular IT emergency exercises 
IT emergency plans must be kept up to date 
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10. Compliance 
 
Country-specific regulations on the import/export/access of/to hardware/software/information must be 
observed when encryption and/or electronic signatures are used (see appendix, item [11]). This 
applies in particular to their use in other countries. 
 
Questions regarding country-specific regulations must be addressed to the appropriate bodies (see 
appendix, item [12]). 
 
Each IT system operator must perform random sample checks and perform documentation of his/her 
IT systems to verify compliance with security-relevant requirements and guidelines. 
 
System monitoring mechanisms and tools (e.g., audit features of the operating system) must be set up 
and used. The prescribed approval procedure for this must be observed (see appendix, item [7]). 
 
IT system operators are obliged to remove identified security vulnerabilities in IT systems. 
 
Audit requirements/activities must be carefully planned (especially for live systems) to minimize the 
risk of interference to business processes. 
 
The following items must be observed: 

 The scope of tests must be agreed and checked. 

 Tests must be limited to read-only access for software and data. 

 IT resources must be identified and made available for the tests. 

 All procedures, requirements, and responsibilities must be documented. 
 
To prevent audit tools from being misused or compromised, only authorized personnel are permitted 
to have access to the system audit tools. 
 
The unrestricted right of inspection of the internal revision is unaffected by this. 

11. Responsibility 
 
For circumstances that are subject to mandatory codetermination, the involvement of the legally-
sanctioned works councils must be ensured. 
 
Infringements of these guidelines will be individually reviewed and punished according to the 
operational and legal provisions and agreements in force. 
 
Deviations from these guidelines that reduce the level of security are only permissible in agreement 
with the responsible bodies (see appendix, item [8]) and only for a limited time. 
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Appendix 
 

[1] Programmable Logic Controller (PLC) and robot controls have to be kept in lockable closets or 
have to be secured by adequate measures. The access has to be allowed to authorised persons 
only.  
 
Programmable Logic Controller (PLC) and robot controls have to be run in networks that permit 
communication absolutely necessary for operation only.  

[2] The notification about informations of alterations or updates is conducted only via the Audi mynet. 

[3] The relevant documents and informations are published via the Audi mynet (Unterneh-
men/Recht/Zentraler Rechtsservice/Dokumente/Geheimhaltung). 

[4] The IT system is a complete system consisting of all HW/SW components including their 
communication among themselves.  

[5] The documentation has to be archived in agreement with RDV 0054 „Aufbewahrung von 
Unterlagen“. 

[6] Anti-virus software is to be approved by the Virus Competence Centre (VCC). 

[7] The approval of audits with reference to person has to be in writing by the data protection officer. 
The involvement of the responsible personnel unit and the works council hast o be ensured. 

[8] Responsibility: unit Datenschutz / Datensicherheit 

[9] Responsibility: Employees who have been given installation rights on the basis of their job 
definitions, e. g. OfficeServices, CAT-Shop, Keyuser 

[10] The version/correction statuses has to be archived in agreement with RDV 0054 „Aufbewahrung 
von Unterlagen“. 

[11] National legislation for recognition of the electronic signature:  
In the Federal Republic of Germany the Signature Law („Signaturgesetz – SigG“) applies. In 
this, the national legal framework of requirements for deployment of electronic signatures is 
described.  
The national legal framework of requirements for the use of electronic signatures is described 
here. The “Gesetz über Rahmenbedingungen für elektronische Signaturen und zur Änderung 
weiterer Vorschriften [SigG01]“ modified for the EU-Regulation on common framework of 
requirements for electronic signatures IT Security Guidelines for System Operators and 
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dated December 13, 1999 [ECRL99] became valid on May 22, 2001 and overrules the 
“Signaturgesetz” from 1997.  
The law should create framework requirements, with a qualified electronic signature to be seen 
at least as equally secure as a handwritten signature. It contains determinations of, when 
qualified electronic signature in accordance to the “Signaturgesetz” are to be treated equally to 
handwritten signatures. In the result, digital signatures in accordance with the “Signaturgesetz” 
have been approved as high security even before court.   

[12] Responsibility: unit Zentraler Rechtsservice. 

 


